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1.​ Introduction 

The Jira–Tacbot integration enables seamless synchronization between Jira 

issues and Tacbot cases. It allows Jira users to create and manage 

vendor-related issues while Tacbot maintains the centralized case lifecycle, 

communication history, SLA tracking, and vendor workflow management. 

The integration supports controlled synchronization through a configurable Jira 

custom field and maintains linkage between both systems using external 

metadata mapping. It also synchronizes key entities such as issue descriptions, 

comments, attachments, priorities, and statuses by mapping Jira metadata to 

corresponding Tacbot fields. 

This integration is designed to ensure consistent collaboration between 

operational teams working in Jira and workflows handled within Tacbot 
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2.​ Forge app 

2.1 What is Atlassian Forge ? 
 
Atlassian Forge is Atlassian's cloud-native app development 

platform that allows developers to build and deploy apps directly 

within the Atlassian ecosystem — including Jira Cloud, Confluence, 

and other Atlassian products.  

The integration uses an Atlassian Forge app for Jira UI components 

and event listeners, while Tacbot synchronization and backend 

processing are handled through externally hosted APIs. This hybrid 

approach leverages Forge’s security and Atlassian-managed 

infrastructure while enabling integration with external Tacbot 

services.  

 

2.2 Why the Tacbot Integration Built on Forge ? 
 
The Tacbot Jira integration is implemented as a Forge app for the 
following reasons:  
 

●​ Forge Invocation Tokens (FIT) — Every event triggered by the 

Forge app (issue created, updated, comment added) includes a 

cryptographically signed JWT called a Forge Invocation Token.  

The Tacbot backend validates this token against Atlassian's public 

JWKS before processing any webhook. This ensures that only 

legitimate Jira events from verified Forge app installations are 

accepted. 
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●​ Forge Storage (KVS) — The app uses Atlassian's built-in key-value 

storage to persist user profile data (name, email, account ID, site 

URL) per Jira user. This avoids the need for Tacbot to maintain a 

separate user registry for Jira identities. 

●​ Event Triggers — Forge provides native lifecycle hooks for Jira 

events including issue created, issue updated, comment created, 

comment updated, and issue deleted. These are configured in the 

app manifest and fire automatically without any polling or webhook 

registration by the admin. 

●​ Global Page — The Tacbot user profile form is rendered as a Forge 

Global Page — a full-page UI embedded inside Jira's navigation. 

Users access it from the Apps menu to register their email before 

creating synced issues.  

2.3 Installation of the forge app 
 

1.​ The Jira admin receives the Forge app installation link from Tacbot 

or navigates to the Atlassian Marketplace. 

2.​ Admin clicks Install on the app listing page. 

3.​ Jira prompts for permission review — the app requests: 

●​ Read/write access to issues 

●​ Read/write access to custom fields and screens 

●​ Read access to user profiles 

4.​ Admin clicks Accept to complete installation. 
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2.4 Automatic Setup During Installation  
 
Once installed, the app automatically performs the following without any 
manual action:  

Step 1 — Field Check 

●​ The app checks if a custom field with "tacbot" in the name already 
exists. 

●​ If found, it reuses the existing field ID. 
●​ If not found, it proceeds to create one. 

Step 2 — Field Creation  

The app creates a new custom field called ‘SYNC WITH TACBOT’ which is 
of type multi-checkbox. 

Step 3 — Option Addition 

●​ The app fetches the field's context. 
●​ Adds a single checkbox option with value Yes. 

Step 4 — Screen Assignment 

●​ The app fetches all screens in the Jira instance. 
●​ For each screen and each tab within that screen: 

○​ Check if the field is already present. 
○​ If not, adds the field. 
○​ Moves the field to appear immediately after the Summary 

field. 

​ Step 5 — Field Description 

●​ The app sets the field's help text/description in all field 
configurations where it appears. 
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2.4.1 Sync with Tacbot Field — Specification  

Field Properties  

PROPERTY VALUE 

Field name Sync with Tacbot  

Field type Multi-checkbox  

Options Yes 

Position on screen  Below summary 

Visible on  All screens and tabs 

​  

​ Field Description  

Enable this option to create or update a Tacbot case for this Jira issue. 

Summary format:  <vendor_name> : <service_type> | Summary 

description 

Note: <vendor_name> and <service_type> must match the values 

configured in Tacbot. 

Example- Cisco : Connectivity | Unable to establish VPN connection 

                  Cisco | Router not responding 
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   2.4.2 Field Availability Across Projects and Screens  

The Sync with Tacbot field uses a global field context. However, how it 

gets attached to a project's issue screens depends on the project type: 

Company-managed projects: The field is automatically added to all 

screens via the project's screen scheme, and will appear on issue creation, 

edit, and view screens without any manual action. 

Team-managed projects: Jira does not provide an API to automatically 

attach fields to team-managed project layouts. The field will be 

available/searchable in the project's field picker (since it has a global 

context), but a Jira admin must manually add it to each relevant work 

type. See Section 2.4.3 below. 

Shared Screen Consideration: Screens in Jira can be shared across 

multiple projects. If a screen used by one of your JSM projects is also 

used by another project — JSM or otherwise — this field will become 

visible there as well. This does not cause any data to sync for that project; 

a Tacbot case is still only created when the checkbox is explicitly checked 

and vendor/service information is present.  
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​ ​ ​  

Note: If new JSM projects are created after installation, they will not 

automatically have the field attached. Rather than adding it manually via 

Jira Settings → Screens, open the Tacbot Sync Connector app from any 

project's sidebar and click "Configure Sync With Tacbot Field" .This 

action is available only to Jira administrators. 
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This automatically attaches the field to all company-managed JSM 

projects found on the site. Team-managed projects still require one 

manual step — see Section 2.4.3 below.  

2.4.3 Team-Managed Projects — Manual Field Attachment Required  

Jira Cloud has two project types: company-managed and 

team-managed. Team-managed projects manage their fields locally per 

work type, rather than through shared screens — this is a Jira platform 

design choice, not a limitation of the Tacbot app. 

For team-managed JSM projects, the Jira admin must manually attach 

the field: 

1.​ Open the team-managed project. 

2.​ Go to Space settings → Fields. 
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3.​ Click Add field. 

4.​ Search for "Sync with Tacbot" and add it 

5.​ Go to the relevant work type's field layout and add the field there 

so it appears on issue creation. 

 

2.4.4 Re-Syncing the Field for New or Existing Projects  

Since new JSM projects can be created after the app is installed, the app 

provides a manual Sync action so admins don't need to reinstall the app 

to pick up new projects. 

Steps: 

1.​ Open the Tacbot Sync Connector app from any project's sidebar. 

2.​ On the "Profile Complete" screen, click "Sync with Tacbot Field to 

JSM Projects." 

3.​ The app will: 
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○​ Confirm/create the field's global context. 

○​ Automatically attach the field to screens for all 

company-managed JSM projects. 

○​ Report which projects are team-managed and still need the 

manual step described in Section 2.4.3. 

 

 Permissions: The Configure Sync with Tacbot Field button is visible only to 

Jira administrators. Non-admin users can access the Tacbot Sync Connector 

app to manage their profile, but they cannot view or use this configuration 

option.  
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2.4.5 Service Desk Projects — Request Type Configuration (Manual 

Step Required)  

For Jira Service Management (Service Desk) projects, Jira uses Request 

Types to define what fields are visible to end users (customers) on the 

customer portal. Adding a field to a screen is not sufficient — the field 

must also be explicitly added to each relevant Request Type for it to 

appear on the portal form. 

This step is not automated and must be performed manually by the Jira 

admin. 

Steps to Add the Field to a Request Type :  

1. Navigate to the Service Management project in Jira.  
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2. Go to Project Settings → Request Types.  

 

 

3. Select the Request Type where the Sync with Tacbot field should 

appear (e.g. General Service Request, Bug Report, IT Help).  

4. Click Edit fields on the selected Request Type.  
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   5. Search for Sync with Tacbot , drag and place it where it is needed. 
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6.  When the field is added to the request portal, Jira may remove the field 

description from the portal view. Edit the field in the portal configuration and 

manually re-add the description/help text if required.  

Add this description :  

Enable this option to create or update Tacbot case for this Jira issue.\\ 

\\Summary format: <vendor_name> : <service_type> | Summary 

description\\Note: <vendor_name> and <service_type> should match the 

values configured in Tacbot.\\ \\Example: Cisco : Connectivity | Unable to 

establish VPN connection 
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7. Add the field , description and save it. 

8. Repeat for each Request Type in each Service Management project where 

Tacbot sync is needed.  

2.5 User profile setup 

Before creating any synced Jira issue, each Jira user must register their details 

in the Forge app.  

2.5.1 Steps 

1.​ Open the Jira project sidebar and click on the forge app 
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2.​ The app screen opens showing Complete Your Profile. 

3.​ The app tries to auto-fill  Full Name and Email address from the Jira 

profile if available. 

 

4.​ Enter or confirm the email address. Click Save & Activate. 
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5.​ Details are saved to Forge Storage with the user's Jira account ID.  
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6.​ Note: If a user creates a Jira issue without completing their profile, the 

app posts a comment on the issue instructing them to register and 

recreate the ticket.  

 

    

2.6 Configure Jira integration settings in TacBot.  

1.​ After the Forge app is installed, Configure the Jira integration from 

the Tacbot General Settings panel.   
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2.​ Configure the required fields: 
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FIELD  DESCRIPTION 

Jira Instance URL  Base URL of the Jira Cloud 
instance (e.g. 
https://yourcompany.atlassia
n.net)  

Email  Admin email used to authenticate 
Jira API calls  

API Token  API token generated from 
Atlassian account settings  
( steps to create api token is given below ) 

Project Key  The Jira project key to restrict 
case creation (e.g. TI)  

Issue Type   Issue type to filter (e.g. Bug, Task, 
Story)  

Close Case Status  StatusJira status name that should 
trigger Tacbot case closure (e.g. 
Done)  

 

3.​ Steps to create Atlassian API token 

a.​ Log in to  https://id.atlassian.com/manage-profile/security/api-tokens. 

 

https://id.atlassian.com/manage-profile/security/api-tokens
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b.​ Select Create API token. 

c.​ Give your API token a name that describes its purpose. 

d.​ Select an expiration date for the API token. 

i.​ Token expiration is 1 to 365 days. 

e.​ Select Create. 

 

f.​ Select Copy to clipboard, then paste the token to your script, or 

save it somewhere safe. 

4.​ Map the Jira priority levels to the Tacbot’s priority levels. 

 



Tacbot.ai​ ​ ​                                                                    TACBOT 

 
 

Example: 

 

    5.  Map the Jira status levels to the Tacbot’s status levels. 

​ Example: 

​  

6.  Tacbot automatically detects and caches the sync with tacbot custom field 

from the jira instance. This is used to: 

●​ Control bidirectional synchronization between Jira and Tacbot,  

●​ Automatically enable the sync field when a Tacbot case is synced to Jira, 

ensuring subsequent Jira updates are synced back to the Tacbot case. 

 2.7 Uninstallation of forge app 
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When the Forge app is uninstalled from jira instance: 

●​ The Sync with Tacbot custom field remains in Jira (Jira does not 

auto-delete custom fields on app uninstall). 

●​ Forge Storage data (user profiles, sync-disabled timestamps) is cleared. 

●​ Existing Tacbot cases are unaffected. 

●​ New Jira issues will not trigger Tacbot webhooks. 

To fully remove the field, a Jira admin must manually delete it from Jira 

Settings → Custom Fields. 

 

​
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